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BbBeaeHMe B HaCToAWMA Nen3aX Ha 3annaxure.
KnbepnpoCTpaHCTBOTO KaTO OCHOBEH CTPaTerM4eCcKu MeTos 3a KOHKypupaHe
mexay Benukute Cunu

KubepnpocTpaHCTBOTO AeCTBa KaTo rnaBHO 60MHO
none 3a NpunaraHeTo Ha HOBUTE AOKTPUHANHU UAEU
3a NOCTUraHe Ha Bb3nupalm onepauuu

CrpaTernyeckoto BoAeHEe Ha CbpeBHOBaHMUE MeXAaY
Benukute Cunm e ocHOBaHO Ha UaeaTa 3a
AOMUHUPaHE B KUbepnpCTPaHCTBOTO
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OcHoBwu, noctaBeHu npe3 90Te — ObeaunHeHa

Bu3ua 2010
BawaTta Ha TAO - James R. Gosler, KpbCTHUKDBT
Ha aMepuKaHCKaTa KnbepBonHa

Fanctionc

*Plae & Ingneer the Netuork
cimatall & Operate the Netuorl
*Mantan the Network
“Manage Comtent

*Protect Network Services
*Defend the Network
“Mantan CeberSArendy)

Cyber Network Operations (CyNetOps)

Cyber Warfare (CyberWar)
fundions.
“Colectand Aradyie Netoark Data
*Study wnd Characterice the Cyber Thrast
*Teach Target & Eplot Adversanies
*Provade Cyber Trends ndicsions & Waniags
"W 4o 1o CybersSA
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\ Cyber Situational Awareness
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Enabling CyberOps
Capabilities
* Elecyomagnetic Spectrum
Operations (EMSO)
* Elecwonic Warfare (EW)
* Cther Domain Operations
*Intelligence

(Cyber SA)
* Friendly Cyberspace
* Adversary Cyberspace
«Specified Cybergpace

<o L Oymwnic Cber Delfonae (000
cAME Attack b atigations 1 Datermibes Attribution

Cyber Shpport (CyberSpt)
Tashsy S“K /s

*Vilnerabilty Aszessment \-,
*Threat -8ased Security Assesiment
sVulnerabiity/Security Reme dlation
*Reverse Enginearing Malvare
sCyber Aspedts of Ste Exploftation
sCouner inteligence
sCyberforensics

*Law Enforcement

*Cybet Combat Development and Acquisitien

sCyberResomch Development, Test & Evaluation (ROTEE)

Enabling Ways
* Partnering [public-peivate)
*‘Law
*Policy

* Critical Infrastructure /Key
Resowces (CKR)
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Our current National Military Strategy (NMS), dated September 1997, classifies
information warfare as a "special concem" under the heading of Asymmetric
Challenges.? In addition to identifying information superiority as a key enabler for Joint
Vision 2010, the NMS also states: "Joint Vision 2010 rests on the foundations of
information superiority and technological innovation." The NMS expands upon the Joint
definition of information superiority by specifying:

Joint Vision
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or the Purpose of
e Transmission of Code
ed Ide eft: Economic Espionage: Theft of Trade Secre

Hal — apkua npumep 3a cTpaTerM4ecku BaxKHo
pa3bupaHe Ha KNbepnopCcTPaHCTBOT KaTo
OCHOBEH MU3TOYHUK Ha Bb3nupaHe, oceeH CALL,
e Mmoxe 6u Kutan.

Ype3 BKNKOUBAHETO U Bb3NPUEMAHETO Ha
KMbepnpocTpaHCTBOTO KaTo HepasaeneH
KOMMOHEHT Ha BOEHHaTa CU AOKTpUHa KuTait
npoAbAXKaBa CBOATa akTMBHa oTOpaHa u pabotu
33 MeXAYBPEMEHHOTO YCKOPABaHE Ha
PEBONIOLMATA 32 BOEHHOTO A€eNo.

Te3u BceobxBaTHMU ycMNKUA 3@ yNpaBnAeHuUe U
perynupaHe Ha UHPOPMaALMOHHUA NOTOK ce
XapaKTepuaupar KaTo "MHpopmaTusnpaHa
BOEHHa peBontouuna.
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WANTED

BY THE FBI
APT 41 GROUP

APT 10 GROUP

Conspiracy to Commit Computer Intrusions; Conspiracy to Commit Wire Fraud;
Aggravated Identlty Theft

CHINESE PLA MEMBERS,
SEils 54TH RESEARCH INSTITUTE

0| aud; E i io! ; Wire Fr; ; Conspi mit Com
o Decerber 17, 2018,  grand jury n the United States Distrct Court or the Southern Distict of NewYorkindicted ZHUHUA aska ~ COTMPUter F".“d: cononw lC_ESD "69?1 Wl'f! aud; Co S!?II'BCY to Com .ut ? puter
2 ,andZHANGSHlLONG k “Baobeilong," aka Zhang Jianguo; aka “Atreexp;” two members of a hackin 99'0" Fraud; Conspiracy to Commit Economic Espionage; Conspiracy to Commit Wire Fraud

\

ZHU HUA ZHANG SHILONG

securky community as Thre it 10 (the APTIOG p)wth p icy to c ommlx compute

nced Per:
wire aggravated iden ﬂlylheft The d 's worked for Huaying Haitai
}in,Ch d(hy ldl in association with the Chinese Mini lly of State Secur lty s Tianjin Stt Se( !yB reau.
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Framework for critical information infrastructure protection

Requirements of critical information infrastructure

Cybersecurity protection requirements of critical information infrastructure

Guide to Security Inspection and Evaluation of Critical Information Infrastructure
Evaluation criteria for ICS products security
Personal Information Security Specification

Guidelines for Data Cross-Border Transfer Security Assessment

ejle e o0

Internet News and Information Services New Technology and New Applications Security Assessment Management Regulations (2017)

Management Rules of Internet Group Information Services

Internet User Public Account Information Services Management Regulation (2017)

Internet Thread Comments Service Management Regulation (2017)

Internet Forum Service Management Regulation (2017)

Internet News Information Service Management Regulations (2017)
Regulations for Internet Content Management Administration Law Enforcement Procedures (2017)

The Key Network Equipment and Cybersecurity-Specific Product Catalogue (Batch 1) 2017

Interim Security Review Measures for Network Products and Services (2017)

~ Security Assessment Measures for Cross-Border Transfer of Personal Information and Important Data (2017)

Critical Information Infrastructure Security Protection Regulations (Opinion-seeking Draft) 2017

® |

Counterterrorism Law (2015)

/| National Security Law (2015)

Cybersecurity Law (2017)

\ | Encryption Law {2017)

_ Made in China 2025 (2013)

. Guiding Opinions on Actively Promoting Internet Plus (2015)

13th Five Year Plan on Major Science & Technology Projects (2016-2020)

13th Five Year Plan on Informatization (2016-2020)

International Strategy of Cooperation on Cyberspace (2017)

National Informatization Development Plan (2016)

SECURITY
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China blamed as major backer behind hacking of
Australian companies and infrastructure

Armed Conflict Cybersecurity & Tech Foreign Relations & International Law

Securing Taiwan’s Satellite Infrastructure Against China’s Reach

By political reporter Matthew Doran

Posted 16h ago, updated 9h ago

Gil Baram | Tuesday. November 14, 2023, 10:14 AM

As Taiwan faces the looming threat of a Chinese invasion, the need to fortify its satellite infrastructui
becomes ever more urgent.
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China Poised to Disrupt US Critical Infrastructure with
Cyber-Attacks, Microsoft Warns

James Coker
b? Deputy Editor, Infosecurity Magazine
Follow @ReporterCoker
Chinese threat actors are positioning themselves to deploy major cyber-attacks

against US critical national infrastructure (CNI) in the event of an escalation of
hostilities between the two nations.

Yorrmigyalia Ui November 62023 The Cipher Brief
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Microsoft: Russia Dominates State-
Sponsored Attacks

Asia | China | India

[ news [REES

Microsoft's latest Digital Defense Report (MDDR) observed a rise in Chinese state-
affiliated actors, such as Circle Typhoon and Volt Typhoon, targeting sectors like Microsoft: 1¢
transportation, utilities, medical infrastructure and telecommunications. SolarWinds Microsofto Chinese hackers hit key
e .
ﬁ These campaigns may be intended to enable China to cgg;_up;_grmca! infrastructure

US bases on Guam

- |
B
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China hacked Japan’s sensitive defense
networks, officials say

Tokyo has strengthened its defenses after a major cybersecurity breach, but gaps remain that could slow infor
sharing with the Pentagon

By Ellen Nakashima

Updated August 8, 2023 at 2:36 a.m. EDT | Published August 7, 2023 at 3:26 p.m. EDT

:n to analysis

GETTY IMAGES

Chinese hackers are accused of breaching US military bases on Guam

| — ——

By Hannah Ritchie
RRC Newe

RADM (Ret.) Mark Montgomery

CCTI Senior Director and Senior Fellow

China

U.S. warns China could hack
infrastructure, including pipelines, rail
systems

By Raphael Satter, Zeba Siddiqui and James Pearson

(0] [aa) (<]

May 25 (Reuters) - The US_ State Department warned on Thursday that China was capable of launching

May 26, 2023 12:05 PM GMT+3 - Updated 6 menths ago

cyber attacks against critical infrastructure, including oil and gas pipelines and rail systems, after
researchers discovered a Chinese hacking group had been spying on such networks.

A multi-nation alert issued Wednesday revealed the Chinese cyber-espionage campaign had been aimed
at military and government targets in the United States.

The Chinese government has rejected assertions that its spies are going after Western targets, calling the
warning issued by the United States and its allies a "collective disinformation campaign."

U.S. officials said they were still in the process of getting their arms around the threat

"We've had at least one location that we didn’t know about since the hunt guide was released come
forward with data and information," Rob Joyce, the U.S. National Security Agency's (NSA) cybersecurity
director, told Reuters. The agency disclosed technical details earlier to help critical service providers detect

Defense DepartmentReport
Highlights Cyber Threatfrom
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APT (Advanced

Persistent Threats)

Spoofing
attacks

Supply
chain attacks

Insider
threats

Identity-based
attacks




1. KoHpurypauum no noapasdbupaHe Ha cobTyep U NPUNOKEHUS
2. HenpasunHo pasaenAaHe Ha npusuaernnTe Ha
notpebutenute/agMmmHUCTpaTopmUTe
3. HepocTaTb4yHO HabAAEHME HA BbTPELLHATA MPEXKA
4. Jlnnca Ha mperKoBa cermeHTauuA
5. Jlowo ynpaBaeHne Ha bnaenturte

Using code with default Application vulnerable to
values cyberattacks

I
S

Hacker Exploiting default values to
gain access

Governance

SENTAR CAPABILITY/PAST PERFORMANCE | s E c U R l T Y M | s c o N F l G U R AT l o N



Security Misconfiguration
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6. 3a06MKanAHE HA KOHTPO/A 33 A0CTbN A0 3 §5 HEEE E
CI/ICTEMaTa ‘Lf - § E 5 % E é Database
z

7. Chabun nnm HenpaBMAHO KOHOUTYPUPAHU
MEeTOAMN 33 MHOTOPAKTOPHO YAOCTOBEPABAHE

Custom code

App Configuration /%
(MFA) [
8. Hegoctatb4HM CAMCHLUM 332 KOHTPO/T Ha A0C e / Development
(ACL) Ha mpexoBM CnoaenaHnA 1 ycayru O J[ Aopsper / SRS
9. Jlowa KnbepxmrneHa Ha yaoCTOBEPEHUATA ) Wels Server /!
10. HeorpaHnyeHo n3nNbJHEHUE Ha KoL, '“S‘d‘”gfs/[/’ Test Senvers
— Source Control

—L 2. The attackers Determines Which ° — 'I”"

Devices are Using Default Credentials [ — /i
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1. The attackers Gets Access
to an Internal Network

Attacker

Vulnerable Devices with Default

Credentials
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3. The attackers Takes Over All
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OrpaHu4aBaHe Ha npobnemure

Korato egHa AbprkaBa M30CTaBa B HAYyYHUTE
NOCTUXKEHMUA M He pa3nosiara c KanauuTeT Aa
NOCTUTHE CPAaBHUMM Pe3ynTaTu, TA Nnpmbarea oo
HEKOHBEHLUMOHAAHU MeToAU, BKAOYUTE/THO
NPOMMULLJIEH LLUMMOHAX N BbTPELLUHMN aTaKu.

AreHTuTE, yYacTBallM B TE3U OMNepaLuuy,
Ca B NOCTOAHHA ONACHOCT N Hali-MasikaTa
rpeLlka moxe Aa aosese A0 TAXHOTO
nsnaraHe Ha puck. Cnutyaumata obave ce
NPOMEHMU € UNdPOBM3aLMATA HA HAYYHUS
CEKTOp.

o Yo NP



it S O O L e

j Asia Australia Middle East Africa Inequality Global development

gINDEPENDENT T NI TS ge—— | ] :
o Thisarticleis mre than 3 yearsald China Has Stolen Vast Amounts of Navy Submarine,

NEWS SPORT VOICES CULTURE LIFESTYLE TRAVEL PREMIUM MORE I.\l)l‘ll’li.\l)]‘].\'l'@

e China theft of technology is biggestlaw Missile Data in Multiple Breaches from Contractor’s

Russian spy ‘stole Oxford/AstraZeneca
Vaccine blueprint and used it to develop Christopher Wray says China using ‘any means necessary’ By: Sam LaGrone

Chinese theft of US trade secrets costing ‘$300bn-$600bn a year'

enforcement threat to US, FBI says Servers

Sputnik jab’

UK security services have allegedly told ministers they now have solid proof an agent stole vital information

* Monday 11 October 202115:33 BST * Comments f Yy X

1 Chinese and US national flags in

on. Photograph: Je i/A etty Images
The FBI on Thursday identified China as the biggest law enforcement threat

to the United States, and its director said Beijing was seeking to steal

dustries Tech Al Politics Wealth Pursuits Opinion Businessweek Green

Equality CityLab Crypto

g ks Technology. China Says US Hacked Aeronautics,
ybersecurity

23andMe says it’s looking into another Space Research University
pOSSibIe data leak = NSA is accused of cyberattacks on Northwestern Polytechnical

® China has been more direct in accusing US of conducting hacks

/ The hacker tha

the I:'ast 23andl\/|( 0 (¥ (in) = (e By Sarah Zheng

they’ve obtained September 5, 2022 at 7:15 AM GMT+3

genetic informati( {ifs Gift this article Updated on September 6, 2022 at 2:19 AM GMT+3
[] save

@ This article is for subscribers only.

China accused a US spy agency of hacking a government-funded
By Emma Roth, a news writer who covers

coyptn. socel medis; snd michimore: P university with aeronautics and space research programs, in .
Oct 16,2022, 6:49 PM GMT-2 | [16.C: Beijing’s latest effort to hit back at Washington’s complaints of NAVY-ARMY|CISA-FIGURE
DG € cybersnooping.
The National Security Agency’s Office of Tailored Access Operations Catalin Cimpanu us says Russian hackers breached multiple DOD
. e . . s February 16th, 2022
carried out the attacks on Northwestern Polytechnical University in contractors

23andMe is investigating reports of a new data leak involving millions

. 1 Xi'an, China’s National Computer Virus Emergency Response Center
of user records. On Wednesday. TechCrunch reported that a hacker :E o p gency D )
claims to have leaked 4 million genetic profiles belonging to people in riv said in a statement. A team from the center and 360 Security
Great Britain, along with “the wealthiest people living in the U.S. and e Technology Inc. analyzed the university’s information systems after The US government said today that Russian state-sponsored threat actors have targeted
Western Europe.” 2 so an attack from overseas was reported in June, the center added. and breached multiple defense contractors between January 2020 and February 2022.

“"Compromised entities have included CDCs [cleared defense contractors] supporting the
3 Mi US Army, US Air Force, US Navy, US Space Force, and DoD and Intelligence programs,” US

The hacker, who goes by “Golem.” is the same one that stole 1 million

R R e e e R g e g M e s S, 2 S R S S



Threat Briefing
Briefing 2: Hackers Target ALMA Observatory with
Cyber Attack

By:Joel Franc

Satellite hack on eve of Ukraine war was a

coordinated, multi-pronged assault

— November 15,2022

The satellite hack that took the world by storm was more complex than initially thought,
according to a Viasat executive.

ISTIAN

Hackers shut down 2 of the world's most
advanced telescopes

AUTHORS
[

How the Turla operators hijack satellite Internet links

Have you ever watched satellite television? Were you amazed by the diversity of TV channels and
radio stations available? Have you ever looked in wonder at satellite phones or satellite-based
Internet connections wondering what makes them tick? What if we told you that there's more to
satellite-based Internet connections than entertainment, traffic and weather? Much, much more.

SAFEGUARDING THE
LS SPACE INDUSTRY

KEEPING YOUR INTELLECTUAL PROPERTY IN ORBIT

According to US financial sector estimates, the global
space economy is projected to grow from $469 billion in
2021 to more than $1 trillion by 2030. The United Statesis
the main driver of this growth through its role as a global
leader in space investment, research, innovation, and
production. Space is fundamental to every aspect of our
society, including emergency services, energy, financial
services, telecommunications, transportation, and food
and agriculture. All rely on space services to operate.

Foreign intelligence entities (FIEs) recognize the
importance of the commercial space industry to the US
economy and national security, including the growing
dependence of critical infrastructure on space-based
assets. They see US space-related innovation and assets
as potential threats as well as valuable opportunities to
acquire vital technologies and expertise. FIEs use
cyberattacks, strategic investment (including joint
ventures and acquisitions), the targeting of key supply
chain nodes, and other techniques to gain access to the
US space industry.

SPACE EQUITY INVESTMENT 2013-2023 (Q2)

Source: https//www.spacecapital.com/quarterly

FIE efforts to target and exploit the US space industry can
harm US commercial firms and broader US national and
economic security in several ways.

Global Competition

Siphoning intellectual property and other
proprietary data from US space firms for
the benefit of foreign powers’ national
security programs.

Leapfrogging innovation that costs US
space firms substantial time and resources
to generate.

Using state-backed resources and unfair
business practices to disadvantage US space
firms.

Harming US corporate reputations by
proliferating counterfeit products or falsely
authenticated reproductions.

National Security

« Collecting sensitive data related to satellite
payloads.

Disrupting and degrading US satellite
communications, remote sensing, and
imaging capabilities.

Degrading the United States’ ability to
provide critical services during emergencies.

Identifying vulnerabilities and targeting
US commercial space infrastructure
during conflict.

Economic Security

« Harming the US commercial space sector by
causing losses of revenue and global market
competitiveness.

« Exploiting critical resources and supply chain
dependencies.
« Influencing international laws, norms, and

host country business regulations governing
space to disadvantage US space firms.



PONATA HA TOJIEMUTE ESUROBU MOAE/TU U TONEMUTE OAHHU

[onemnTe e3MKOBM MOAENMN Ca YCbBBHPLUEHCTBAHMU
CUCTEMMU 32 U3KYCTBEH MHTENIEKT, KOUTO ce obyyasaT
BbPXy ronemm obemm ot TEKCTOBU AaHHU, 33 A3
pa3bupaTt moaennTe n BPb3KUTE MEXAY AYMU U

bpaszmn.
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data-centric services
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Data-centric Services
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Unstructured
data
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Machine
Learning

LLM m“maT WMPOK CNEeKTbp OT NPUNOKEHMNA N NnomaraT

e 33 pelLlaBaHEeTOo Ha HAKOW OT Hal-CNOXHUTE Nnpobaemu Natural Language
B cBeTa. Te moraT Zia pa3ymuTaT, nuLaT, KogmpaT 1 . Processing
o eep
n3uncnaBaT, NogobpABaNKM YoBeLLKaTa KpeaTUBHOCT U Learning

NPOAYKTUBHOCT B Pa3/IMYHU UHAYCTPUM.

Computer
Vision

AR

HDR InfiniBand PCI Express 4.0 xGMI-2 NVLink 3.0 -
—> D — -« > _ . N e
50 GT/s per lane 16 GT/s per lane 16 GT/s per lane 400 GT/s per lane Generative Al & S
i Large language Models
X
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Figure 2: Architecture diagram of a single training node.
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Big data, oT Apyra cTpaHa, ce oTHacA 40
N3KNOYNTENHO FOIEMU MacUBM OT AaHHM,
KOMTO MoraT Aa 6baaT aHanMU3npaHu
N3YNCNUTENHO, 33 Aa Ce PasKPUAT MOLENH,
TeHAEeHUMN 1 acoumaLnu.

fonemuTe JaHHU OBUKHOBEHO ce
XapaKTepusnpaT cbe CBOA 0b6em, CKOpPOoCT U
pasHoobpasue.
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Final Model - Random Forest CS

During the building of
tree the weight of [eaves weights
each class is used to
select the best split
and to calculate the

leaf class
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N3KkycTBeHUA nHTeneKkt u Cyber kill chain.
OcHOBU Ha 0paH3UBHUTE Bb3MOXHOCTMU KaTO Ha4YMUH 3a 3alluMTa.

CTbnKuTe 3a pa3paboTBaHe Ha KubepaTaku n
3nospeneH codptyep cneasat moaena Cyber
Kill Chain, cv3pagen ot Lockheed Martin.

OCHOBHUTE CTBLMNKKU B TAXHOTO pa3BUTUE Ce
CbCTOAT OT pa3y3HaBaHe, MUNUTAPU3UPaAHE
Ha MHPOpMaLMATA, AOCTaBKa U
eKcnnoartayma, MHCTanMpaHe, KOMaHABaHE U
KOHTPON U aTaKa Haj, camaTa uen.
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AlOps Platform Enabling Continuous Insights Across IT Operations
Monitoring (ITOM)

Real-Time
and
Historical
Data

Incidents,
Dependencies
and Changes

B odpan3ueeH nnaH U moxke aa ce
M3NON3Ba 3a aBTOMaTU3MpPaHE Ha

Task Automation
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nO‘ed)EKTM BHU. Performance Analysis Machlrle Learning SD Agent
: Big Data Performance Analysis

. Correlation and »

ToiA MmoXe fa ce U3no/3Ba U 3a ¢ Contextualization Platform Knowledge Management
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Layered Cyber Deterrence

Ta3u cTpaTerna npeaocTaBu No-roemm NPaBoMOLLMA Ha ]
KnbepKomaHABaHETO M nogvepTa Katovosm npuHumnm Kato defend
forward,
persistent engagement
and proactive deterrence

LAYER 2.
Deny Benefits

LAYER 3.
Impose Costs

Generate
. Cyber
Foundation Capabilities

copdie To3n noaxoa HaaxBbpan GoKyca, KOUTO belle
U Govemmen HacoYyeH eaMHCTBEHO KbM .gov 1 .mil, n obxBaHa
‘ NO-LIMPOKA NEPCMNEKTUBA - TPAXKAAHCKMU MPEKMN,
KPUTUYHA MHOPACTPYKTYPA, CUCTEMU HA TPETU
CTPaHU N BCUYKO, CBBP3aHO C HOPMAJIHOTO
GYHKUMOHMpPAHEe Ha CTpaHaTa.

- Defend Forward -

concurrent, continuous, collaborative



OdaH3MBHUTE AENCTBUA CpeLly
NPOTUBHULMTE Ca CTPATErNMYECKM HACOYEHU
KbM pa3pylliaBaHe uam cabotmpaHe Ha
MHPPACTPYKTYpaTa, KOATO NPOTUBHULUTE
M3Mnon3BaT, 3a Aa aTakyBaT CbeguHeHUTe
WaTu.
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effects)
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@ Lines of Effort (LOEs)

(b)(1) Sec 1.4(a),(b) USSC
o “ \ PHASE Il END STATE
OI'IepaLIIMFI ,,CMFlMHa CMM(I)OHMFI NOCNYXKN KATO ISILisdfer;‘ieduse
of the
NbPBU NPOTOTUN 34 pa3pa60TBaHe Ha cyberspace
KOHUenuuATa 3a HoBuTe onepaunn Ha CALL B s voinsil o bl
KnbepnpocTpaHCTBOTO. i
Capapilities
(b)(1) SecF;.A(a),ib) ussc
Ta3u onepauna nmaille KOHKpeTHaTa uen aa
pa3pyum HaMb/1HO MeAMMHaTa rlponarl'sal,Ha 4. Counter ISIL Sustainment Capes
MallMNHa Ha ,,MCI'IFIN\CKa AbpPrHKaBa . ‘
e
-
(b)(1) Sec 1.4(a),(b) USSC
Step 0: Identify Step 1: Step 2: Plan
weakness in ISIL ‘ Assemble t'eam -. operation and
cyberoperations reconnaissance
Onepauuna ,,CnuanHa cumponmna” bewe
npoeegeHa oT CbBMecCTHaTa onepatunBHa rpyna
, _ , ARES (JTF-ARES), nogpa3aeneHue Ha
Stap 5 Re pUrposing Step 4: Follow-on Step 3: Coordinated | \MopckaTta nexoTa Ha CALL, (MARFORCYEBR)
of task torce .- sHErle T erede ,- attack on ISIL systems
(optional) morale (Operation Glowing
Symphony)
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U.S. Government Disrupts Botnet
People’s Republic of China Used to
Conceal Hacking of Critical
Infrastructure

Wednesday, January 31, 2024 For Inmediate Release

Office of Public Affairs
Share

>

Court-Authorized Operation Removed Malware from U.S.-Based Victim
Routers and Took Steps to Prevent Reinfection

A December 2023 court-authorized operation has disrupted a botnet of hundreds of U.S.-base
small office/home office (SOHO) routers hijacked by People’s Republic of China (PRC) state-

Grrant by Telephone or Other Reliable Electronic Means

v UnitedStates Court
UNITED STATES DISTRICT COURT southers Distit of Texes
FILED
January 09, 2024

for the
Southern District of Texas
Nathan Ochsner, Clerk of Court

In the Matter of the Search of
(Briefly describe the property to be searched
or identify the person by name and address)
SPECIFIED ROUTERS IN THE UNITED STATES
INFECTED WITH KV BOTNET MALWARE

Case No. 4 . 24'mC'50 1 8

e N Nt S S

APPLICATION FOR A WARRANT BY TELEPHONE OR OTHER RELIABLE ELECTRONIC MEANS

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
property to be searched and give its location):

Please see Attachment A of the affidavit, which is attached hereto and made a part of this application.

located in the District of 5+ districts
person or describe the property o be seized).

, there is now concealed (idenify the

Please see Attachment B of the affidavit, which is attached hereto and made a part of this application.

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):

o evidence of a crime: TRUE COPY I.CERTIFY
— o , ) ATTEST: January 09, 2024
o contraband, fruits of crime, or other items illegally possessed; NATHAN OCHSNER, Clerk of Court

a property designed for use, intended for use, or used in committing a crime; By:-_
Deputy Clerk

0 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of:
Code Section Offense Description

18 U.S.C. § 1030(a)(5) (damage to a protected computer) and 371 (conspiracy to
commit damage to a protected computer) (“Subject Offenses”)

The application is based on these facts:
Please see the attached affidavit, which is attached hereto and made a part of this application.

# Continued on the attached sheet.

g Delaycd notice of days (give exact ending date if move than 30
18 US.C. § 3103a. the basis of which is set forth on the attache

!rmle‘!! name am! 'lf!g

Attested to by the applicant in accordance with the requirements of Fed. R. Crim. P. 4.1 by
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ADSY (Rev. 1208) Search and Sedoure Warranl

. . " Our Offices Find Help Contact Us
Office of Public Affairs

UNITED STATES DISTRICT COURT

fior the
Eastern District of Pennsylvania

IN THE MATTER OF THE s:ﬂ.mq.rgg g
SPECIFIED ROUTERS IN THE .
. . . STATES INFECTED WITH MOOBOT ) CaseNo. 24129
Documents Internships FOIA Contact Information for Journalists MALWARE )
)
)
Justice.gov » Office of Public Affairs > News > Press Releases > Justice Department Conducts Court-Authorized Disruption of SEARCH AND SEIZURE WARRANT
Botnet Controlled By The Russian Federation’s Main Intelligence Directorate of The General Staff (GRU) To:  Any authorized law enforcement officer
An application by a foderal law enforcement officer or an attorney for the government requests the search
of the following person or propesty located in the Eastern _ District of Pennsylvania
and elsewhere:
News PRESS RELEASE SEE ATTACHMENT A

1 D d _— ::f‘ti::-lm or property o be searched, described above, is believed to conceal fidentif the person or describe the
All Nows Justice Department Conducts Court- sl

Auth 0 ri Z e d D i S ru p ti 0 n O f B 0 tne t pmpe]'b'l, find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

YOU ARE COMMANDED to execute this warrant on or before February 8, 2024
(ot to excend 14 days)

Controlled by the Russian Federation’s 3 o 6904 03, X ey b

eatahlished.

Blogs

Photo Galleries N . :
Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property

M ain I nt e ]_]_i ge n C e D ire CtO rate 0 f th e taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the

place whete the property was taken.

Podcasts The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
G-e n e ral St a I I GR l I inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
Richard A, Liorat .

{name)

X 1{ind that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay of
trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized for 30 days.

Press Releases

S " 4 i
SDEEChES Thursday, February 15, 202 Faodua Date and time issued: ~ 1/26/2024 3:31 pm i /s/ The Honorable Richard A. Lioret

Judpe 's signatire

Office of Public Affairs

Share ‘ > City and state: ~ Philadelphia, PA HON. RICHARD A. LLORET, USMJ
Printed name and title

Videos



U3KYCTBEHUA UHTENEKT U perynauunurte B AedaH3UBHUTE onepaLnm

Perynauuurte morat Aa uMaTt HenpeaBuaeHuU
nocneauun, BMECTO Aa CNyXKaT CaMo KaTo 3alUTHU
MeXaHU3Mu.

Te morat Aa BbBeAaT YCNOXHEHUA, Aa HAaTOBAPAT
npeaAnpPUATUATA C MU3UCKBAHMA 3a CbOTBETCTBUE U A3
Cb3AanaT HOBU YA3BMMOCTU B OPraHU3aLMOHHUTE

MHPPACTPYKTYpPU

HeACHOTUTE U NPOMEHNUBOCTTa Ha perynaTopHaTa
cpena npeacTaBNABaT 3HAUUTENHU
npeAn3BUKaTENCTBA 3a OpraHM3aLuuTe, KOUTO ce
ONUTBAT Aa ce aflanTUpaT KbM NPOMEHALLUTE ce
M3UCKBaHMA 3a CbOTBETCTBMUE.
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Bbp3uAaT TeMn Ha TEXHONOTMYEH HaNpPeabK B
obnactra Ha UM n Knbeponepauuute nsnpesapsa
CcNocobHOCTTa Ha perynaTopHUTe paMku Aa BbPBAT B
KpaK C Hero, KOeTo BoAM A0 PerynatopHu NPONycKu,
OCTaBAMKM OpraHM3auumuTe ya3BMMu 3a
Kubep3annaxu.

B rno6anHua KOHTEKCT Ha KubeponepauuuTe u
B3aMMOCBbP3aHOCTTa Ha LMPOBUTE CUCTEMM,
HeobxoaMmOoCTTa OT NO-rbBKaBa U alanTUBHA

perynatopHa paMKa CTaBa ouie no-Hanexaua.
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Aeperynauuure nogyeprtaBat Heobxo4MmMocCTTa
OT NpeoueHKa Ha TPaAULMUOHHUTE perynaTtopHu
noaxoam B 06nactrta Ha U3KYCTBEHUA UHTENER Y boord o conadasecretariat

n Kubeponepauuure.

[NpexoabT KbM NO-rbBKaBM U a4anTUBHU
CTpaternn moxe aa NnoOMorHe 3a 6anchupaHe
mexay CurypHoCtTta U MHOBauuuTe, Kato
cbuwiespemMeHHO agpecupa CNOXKHOCTTa U

AUHAMUYHUA XapaKTep Ha LMPPOBATA €PA. ko canadianvountedpolice
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3aKknueHue

B 3aKntoueHue, n3cnenBaHeTo Ha NPUNOXKEHUATa Ha U3KYCTBEHUA
MHTENEKT B KubeponepauuuTe paskprsa MHOrOCTPaHEH Neilsax, B
KOWTO TEXHONOTMHYHUAT HaNPeAbK ce Npecuya ¢ perynaTtopHu
NpeAn3BUKaTENCTBA.

[pe3eHTaymATa Nnog4epTaBa pewasallata pona Ha U3KyCTBEeHUA
MHTEeNeKT B pas3nudHute etanu Ha Cyber Kill Chain, ot aHanu3a Ha
YA3BMMOCTUTE A0 KOMAHABAHETO U KOHTPONA, KaTo NoayepTaBa Kak
CUCTEMUTE, YNPABAABAHU OT U3KYCTBEH MHTENEKT, MOraT Aa NoBuULwaT
CNOXHOCTTA Ha KubepaTakute, KaTo CbLLEBPEMEHHO YKpensear

3alUUTHUTE MEeXaHU3IMMU.
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